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G T BB N adilk: http://dl.b.360.cn/tools/OnionWormimmune.exe
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taslmgr. exe admin

Onionf ormImmune. exe

wsentfy. exe admin

Wmiprvse. exe WETWORE SERVICE

TPAutoConnect. exe admin

WMiprvse. exe SYSTEM

ctfmon. exe admin

wmtoolsd. exe admin 13,108 K
rundl13Z. exe admin 3,496 K
TPAutoConnSwve. exe SYSTEM 4,280 K
spoolsv. exe SYSTEM B, 392 K
explorer. exe admin 18, 496 K
svchost, exe LOCAL SERVICE [uln] 4,580 K
svchost, exe WETWORE SERVICE [un] 3,264 K
svchost, exe SYSTEM [un] 18,736 K
alg. exe LOCAL SERVICE ] 3,540 K
wuauclt. exe admin oo 5,232 k¥
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HiEE: 31 CFU fBEF: 0% 1RTFELT: 140M / 1246M
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BT IASE R, 1817, omd, k.
N2 netstat —an B & U LUIRAS

S\system3i2\cad. exe

Windows XP [~ 5.1.26881
T 1985-2801 Microsoft Corp.

IC:“\Documents and Settings“admin>netstat —an
Active Connections

Proto Local Address Foreign Address State

TCP B.8.8.8:135 LISTENING
TCP B.0.0.0:445 LISTENING
TCP 127.8.8.1:1829 LISTENING
TCP 192.168.232.137:139 LISTENING
upp B.0.0.0:445

uDp B.8.8.8:588

upp A.8.8.0:1825

upp A.A.8.8:45688

uDp 127.8.8.1:123

upp 127.8.8.1:1988

upp 192.168.232.137:123

uDp 192.168.232.137:137

upp 192.168.232.137:138

upp 192.168.232.137:17608

X Ok Ok K X ¥ % ¥ % ¥y @O®

a
a
a
=*
=*
*
=*
=*
*
=*
=*
*
=*

C:“JDocuments and Settlng*\admln)net stop rdr
Workstation J ’

i\ net stop rdr [0 %
net stop srv [ 7=

net stop netbt [F] 7%
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Sisystem32\cad. exe
ubDp 192.168.232.137:1708

IC:“\Documents and Settings“admin>net
Workstation [F IEEE =

IC:“\Documents and Settings“™admin>net stop
A T e

Server = =

Server

MetBios over Tcpip

_IJ: NetBios over Tcpip

TCP/IP NetBIOS Helper
DHCP Client

C: \WINDOWS\syste. ..

FIREIN netsta—an, IR 445 ¥,

< L] VVIIUUWD A FIUIGI2Iviial

C:“Documents and Settings“admin>netstat —an

Wfictive Connections

Proto Local Address Foreign Address State
TCP 8.8.8.68:8 LISTENING
TCP LISTENING
upp

uDp

upp

upp

upp

uDp

G- \Documents and Settings“admin>

and Settings>admin>
SEC : \Documents and Settings“adminXccc

C:\Documents and Settingsadminl_

o C:\WINDOWS\syste. ..

FR: BB IFHLL ACL FEIgETEE 445 ¥

T AL SRR 1P 22 4 SR B Windows 948 L 52 B SR S
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B2E LM EN B E R

RN TR AL, N T BEARREGR Z Ja ) 2 A4, B BRI &M
LRV AT ACL SRBSTL S, DLSKIRIE I 35

20 HUR R E R TCP 1Y 445 I L BEAT AR, KT & R AL B A s AR
Ko NTBABURTFEPOELSE, RO E&N = Z80ME, BiE ACL M
) DA PR 8% J2 THT BELET TCP 445 ity 171 F4) 38 T o

LUR WA IR T BONRAT M4 5%, 2501 U B el Bic & ACL RN, BLZEIE
TCP 445 W48 3 A4, NAERKSH . KPR, TE R4 E BN R B
ML % T RS N7, AR SE PR 4 IR B e A% 0 P 28 3 4% b AT &

Juniper & HKENEE RFD :

set firewall family inet filter deny-wannacry term deny445 from protocol tcp
set firewall family inet filter deny-wannacry term deny445 from destination-port 445
set firewall family inet filter deny-wannacry term deny445 then discard

set firewall family inet filter deny-wannacry term default then accept

#AE 2 Ja) N FH
set forwarding-options family inet filter output deny-wannacry

set forwarding-options family inet filter input deny-wannacry

#1E = 242 OB R

set interfaces [5 % H: % 10 = = ¥ K % FK] unit 0 family inet filter output
deny-wannacry

set interfaces [ % M = JZ i K % #X] unit 0 family inet filter input

deny-wannacry

2019 71 3t 23
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H=(H3C)RAHEWEE R

AR
acl number 3050
rule deny tcp destination-port 445

rule permit ip

interface [75 ZLEEH — 2 0m 11 24 FR]
packet-filter 3050 inbound

packet-filter 3050 outbound

IH R A :
acl number 3050

rule permit tcp destination-port 445

traffic classifier deny-wannacry

if-match acl 3050

traffic behavior deny-wannacry

filter deny

gos policy deny-wannacry

classifier deny-wannacry behavior deny-wannacry

#AE 4 Ja B
gos apply policy deny-wannacry global inbound

gos apply policy deny-wannacry global outbound
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32,

interface [ 75 Z4E I = Z i H 44 FK]
gos apply policy deny-wannacry inbound

gos apply policy deny-wannacry outbound

HNBERREE CRFD :

acl number 3050
rule deny tcp destination-port eq 445

rule permit ip

traffic classifier deny-wannacry type and

if-match acl 3050

traffic behavior deny-wannacry

traffic policy deny-wannacry

classifier deny-wannacry behavior deny-wannacry precedence 5

interface [ 75 Z4E I = Z 0 H 44 FK]
traffic-policy deny-wannacry inbound

traffic-policy deny-wannacry outbound

Cisco &ARBIWEE CRHAD

IH AR
ip access-list extended deny-wannacry
deny tcp any any eq 445

permit ip any any



interface [ 75 Z4E = Z 0 H 44 FK]
ip access-group deny-wannacry in

ip access-group deny-wannacry out

AR
ip access-list deny-wannacry
deny tcp any any eq 445

permit ip any any

interface [ 75 Z4E I = Z 0 H 44 FK]
ip access-group deny-wannacry in

ip access-group deny-wannacry out

BB ERRNEE O :

ip access-list extended deny-wannacry
deny tcp any any eq 445

permit ip any any

interface [ 75 Z4E = Z i H 44 FK]
ip access-group deny-wannacry in

ip access-group deny-wannacry out

B3F BB ENN L ERETEE

KA PUE AL E T, W] 360 24 PA: i) “NSA IasE e TH 7, 7]
—HAMME R IR ST AR IR DS, AHERE A NSA s 224 T A I ]
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